Snort Lab
	· This is a lab assignment, and worth 5 points. 
· The due date is the same day midnight. 



Task 1. 
· Create a Snort rule that captures ICMP Echo Request from Kali and shows alerts with the message “Alert! ICMP”. (The icode and itype options are not necessary.)
· Send five (5) ICMP Echo Request messages from the Kali. 

· Display your Snort rule. 
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· Go to c:\snort\log and find the alert.ids file. Open it with a text editor. Provide a screenshot for the five alerts you have captured. The following is an example. 
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$ ping -c 5 192.168.
PING 192.168.1.5 (192.
64 bytes from 192.168.

e
168.1.5) 56(84) bytes of data.
al

64 bytes from 192.168.1.

e
a
1.

icmp_seq-1 tt1-128 time=0.405 ms
icmp_seq-2 tt1-128 time=0.266 ms
icmp_seq=3 ttl=128 time=0.289 ms
icmp_seq=4 ttl=128 time=0.331 ms
icmp_seq-5 tt1-128 time-0.306 ms

64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.

Dhbbudn

-— 192.168.1.5 ping statistics —
5 packets transmitted, 5 received, 0% packet loss, time 4100ms
rtt min/avg/max/mdev = 0.266/0.319/0.405/0.047 ms s [&][#]
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[**] [1:1:0] Alert! ICMP [**]
[Prioricy: 0]

10/22-08:49:35.242148 192.168.199.142 —> 192.168.1.49
ICMP TTL:64 TOS:0x0 ID:41460 IpLen:20 Dgmlen:2s

Type:s Code:0 ID:17416  §eq:1024 ECHO




